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Abstract:

Reliability plays an important role in increasing the protection of legal data exchanged between
systems and devices, as well as between the sender and the receiver, where it is necessary the device
receives legal data only from corresponding and authorized devices. Otherwise, the received data from
illegal device can be processed by the device, therefore may lead to denial of service or errors in the
device operation, or maybe possibly a loss of data or functioning. The potential attacker is the real threat
to the trusted channel of data exchange, who deliberately generates and transmits data to the receiving
device, which the device may mistakenly perceive as a trusted and authenticated source. In order to
determine the difficulties associated with the transfer of legal data, this study focuses on development and
investigation of the properties of algorithm for the formation of the protected data of small size. The
study of algorithm for the presence of uneven frequencies of the meeting different words of the sources. It
is shown that the absence of these uneven frequencies does not allow an attacker to use methods to
increase either the probability of opening the parameters of the algorithm, or the probability of successful
implementation of various types of attacks on the data transmission.

Keywords: Limited length of the data, Analysis of information blocks, Authentication control,
Probability calculation of hash.

1. Introduction

The constantly growing level of computer technology, information and telecommunications technologies
have led to the creation of a worldwide unified information space, where the resources of public computer
networks used for storing, processing and transmitting information. One of the most important
requirements for data transmission systems between two subscribers is to ensure the authenticity of the
transmitted information and its confidentiality [1]. To ensure the authenticity of the transmitted
information, it is not enough to use information security mechanisms based on cryptology methods. Due
to restrictions on the use of cryptographic tools (Security tokens, Key-Based Authentication,
Cryptography Architecture), it is necessary, along with encryption algorithms for transmitting
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information, to use methods to ensure and determine its authenticity [2]. There is a growing demand for
those methods and mechanisms of information protection that used in the development of a generalized
architecture for the transmission of protected data [3]. At the physical level, the most popular way of
transmitting the open system interaction model is sequential data transfer between subscribers [4]. A
similar method used in the block chain technology [5].

The existing methods of ensuring the authenticity of transmitted information over open communication
channels based on the use of block encryption algorithms, which the result in the information is processed
by frames (information blocks), which means that there is no continuous transmission [6]. The
information block (IB) in this paper will understand as a set of data that was sent between the source and
the recipient continuously over time, taking up the communication channel exclusively. Most current
block-by-frame transmission protocols have feature mechanisms for structuring received frames, which is
the conventional way of transferring information between the source and recipient devices [7], which
divides the data stream into several packets [8].

If we assume that the information sent by the source was separated into a series of IB, and that the blocks
were sented to the communication channel in order, starting with the first block, it does not follow that
the receiver would receive them in the same order. There might have been a variety of causes for such an
occurrence. First and foremost, they are the characteristics of information packet routing when sent over a
switched channel [9]. Transmission mistakes might arise in this situation, necessitating the re-sent of a
specific IB in the sequence. Map— oriented communication protocols [10], which emphasis on high-speed
data transfer without loss, are a type of non-switched channel that occasionally involves re-sent of IB. In
this case, most current block-by-block transmission methods include procedures for streamlining received
frames.

Furthermore, if the data flow is separated into a series of blocks and the block reception time is unequal,
as it is frequently when blocks arrive from various sources [11], worries about the authenticity of block
frames would be arise. The solutions to these problems may be found in the transmission Protocol's
procedures, which involve the application of unique algorithms in each case to manage the sequence and
authenticity of the IB in the Protocol that allows the transfer. The topic of ensuring the authenticity and
authenticity of the IB whose length differs significantly from that recommended by encryption standards
will be a cornerstone in this research area, and the findings of such studies can have a wide range of
applications, ranging from their use in a variety of heterogeneous systems to radio authentication systems
and identification. The purpose of this work is to investigate the properties of an algorithm that ensures
the privacy, orderliness, and authenticity of tiny IB (about tens of bits).

2. Proposed algorithm

To lessen the probability of mistakes in the transmission of tiny IB, it is suggested that algorithms based
on the creation of linked IB chains be used, with a single block's integrity and authenticity verified by its
membership in such a single chain [12]. Combining information into a single chain and building an
interdependence of information block is the most optimum solution to transmit various IB over a
communication channel, that allows you to uniquely determine the authenticity of each received block.
This allows such chains to develop more flexible and effective methods to ensure and determining their
authenticity.

Obviously, forging the entire chain, even if it only consists of a dozen packets, is more difficult than
falsifying one or two sent packets. As a result, the simplest approach for an attacker to affect the proposed
systems is to generate random blocks and send them to the recipient [13]. When building a chain of
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blocks, the receiver may accidentally add one or more matching illegal blocks [14]. As a result, a chain of
legal IB will be sent with an error and not will be processed, which is a well-known denial-of-service
(DoS) attack [15]. As a result, it's important to safeguard information sent between sender and recipient
[16]. In the work [17] is detailed in full, the method for creating IB and their subsequent integration into
chains. Data exchange is described in detail in [18,19], and the block diagram of the source algorithm is

shown in Figure 1.
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Figure 1. The block diagram of the sender algorithm.

In the sender algorithm, performs the following operations:

1) Find the variable i’ from i' = F 4 (SS"’C , i) ;

2) Find the variable S;' from S;'=FB(S;,i');

3) Find the variable i" from i"=Fc(S;'i);

4) Sends the variables {S;"' | i " 1 to receiver.

In the receiver algorithm, performs the following operations:
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1) return the variable i from i’ ‘= FC_I(SZ' i)
2) return the variable i/ from " e’ p A(S sec ,irec) ;

3) return the contents IB §;= Fg~! (S,- ! irec');

. . . . X . .
where: I’ - irreversible transformation, Sl-' and ! - reversible transformation. One block

received as a result of sequencing S;" and i" of the pool's sequence number that was sent to the

recipient [20]. The transmitted IB can be written as: S=£8" | $"* | §"*"\_ Figure 2 depicts the format of
the IB viewed by the receiver.

S
A
r 0
i thlsh (S'—Ii“f‘- .3 -
S‘,mf Sli:1f) 7
— A
hd
Fg (S;, Fa (Sscc-?)) Fc (S, Fa (Ssecsi))
S Fa

Figure 2. Format of information blocks (IB).

When the performed experiment on the proposed algorithm, the initial parameters for the data
transmission algorithm are the secret key $* (length 8-32 bits), the information sequence S/ (16-32
bits) and the number of the transmitted data in the pool i (3-6 bits long enough to describe the sequence
number in the pool) [21]. After the transformations completed, a data sent to the receiver, the length of
which we have defined 16 — 32 bits. This is the standard bits width of the machine word, the algorithm
under study focused primarily on the use of mutual recognition systems in software and hardware
components of complex heterogeneous information systems. Because of the small size of the information
processed and output words, it's difficult to apply well-known irreversible (cryptography hashing) and
reversible algorithms (encryption). As a result, original algorithms were necessary to provide appropriate
results on the entropy of output words on tiny amounts of original information [22], as well as to decrease
the time and material costs of developing methods for service data analysis.

3. Analysis and discussion the results of the functions transformations

The task of applying the combination of reversible and irreversible functions transformations that
described above is that the attacker could impose false data only by randomly forming their false
information blocks, and not use the characteristics of the obtained codes to increase the likelihood of a
various attacks on the considered information transmission system. The transformations described above,
like any other transformations on the data, are the mapping of the set of source data sets {S*“} to the set
of result values {S"}. Since the total length of the words $°“, Si and i greater than total word length Si’,
i", then several elements of the set {S$**} will be displayed in one element of the set {S™}. The purpose
of the study of the above algorithms for uneven display, when different elements of the resulting set
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corresponds to a different number of elements of the original. Such unevenness can allow an attacker to
analyze the transmitted information, increase the likelihood of attacks on the system under study [21].
Introducing into consideration an attacker who, as we have agreed, can intercept information from the
source to the receiver, we must consider its possible methods of investigation, that is, to investigate the
properties of transformations in the conditions in which the attacker will conduct their observations. The
analysis of the Protocol of interaction between the source and the receiver of data allows us to conclude
that the attacker can, firstly, carry out permanent interception of all transferred data generated in different
communication sessions based on the different session secret words $*“ and, secondly, it can intercept
information within a single session, during which information is generated based on a single value
session secret word S™.

As part of the study, we obtained graphs of the frequency of the meeting of certain bits sequences of
forming output words {Si’,i"} full or partial (depending on the situation under study) iterate through the
values of one or several fields of input words $*, Si and i. At the first stage, we studied the influence of
the irreversible transformation function on the characteristics of the output values.

10’
p(i)
£10° E
3107 4

2107 E

110 E

Figure 3. The frequency p of the meeting of the results of the execution function F,4 over the set of
words §* and i.

Figure 3 shows the frequency p of the meeting of words i’ — result of an irreversible function F4 over
S and i. On the x-axis - the value of the function output F, that presented in decimal format, the y-axis -
the number of the input sets of words that give the specified value during transformation F4. The graph
was plotted with the length of the secret word $™ 12 bits and length of the field i 5 bits. It can be seen
that each of the 32 output words i’ received at occurs 4096 times. A similar result is obtained for the other
input word lengths of the function F4. Hence, we conclude that the algorithm of this function satisfies the
condition of uniformity of the frequency of occurrence the output words.

The frequency of occurrence of various output words was investigated {S;,i"} as the final result of
execution F, Fp and F¢c over the complete set of all possible values of the input words S; and 7, with a
fixed value of the $*. In other words, data transmission was simulated within a single communication
session, during which a single secret word $* is active. Figure 4 shows a graph of this relationship for
the length of the secret word S™ 12 bits and length of the field i 5 bits.
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Figure 4. The frequency p of the results of execution F4, F, and F¢ over the complete set of all possible
values of the input words Si and i.

It can be seen that within a specific data transfer session, each word {Si, i} is converted to one and only
one word {Si’, i"}, which also meets the requirements for codes that ensure confidentiality and
authenticity. Similar results were obtained for other values of the length of the input fields Si and 7, and
for any values of the session word of the word S™.

It should be noted that the described algorithms are sensitive to the number of rounds and the order in
which operands are fed to the input. For example, Figure 5 shows a graph similar to the graph in Figure 4,
but constructed from a system in which the F; algorithm is applied twice (the graph does not show the
entire range of all values of the words {357, i}, but only part of it).
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Figure 5. An example of the uneven frequency of meeting the results of execution functions over the set
of values of the input words Si and i.

It can be seen that there is a clear unevenness in the output words, some values of the words {Si’, i"} do
not occur at all, and others every 16 times. Such unevenness, which the described algorithms lack, allows
the attacker to carry out some types of attacks on the transmission process described in [22], due to the
formation of extraneous information blocks not randomly, but based on the unevenness of the frequency
of occurrence of words formed by a legal source in the communication channel.

4. Conclusions

The results that obtained allow us to conclude that the described transformation algorithms are suitable
for use in transmission systems with a tiny size of information packet. The results of such study can have
a wide range of applications, they provide uniform frequency characteristics of the output words, as well
as easy to implement in hardware, which makes them suitable for use in communication systems with
high requirements for response speed and power consumption.
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